
Requirements and Guidelines for Collection, Storage, and Use of VA-sensitive Research Data 

Project Title:      
Principal Investigator:      
1. Does the research involve collection of any of the following IDENTIFIABLE information from research subjects or their relatives? 
YES
NO


 FORMCHECKBOX 

 FORMCHECKBOX 

Names 

 FORMCHECKBOX 

 FORMCHECKBOX 

Any geographic subdivision smaller than a State

 FORMCHECKBOX 

 FORMCHECKBOX 

Any elements of dates (except year) for dates directly related to an individual 

 FORMCHECKBOX 

 FORMCHECKBOX 

Telephone Numbers 

 FORMCHECKBOX 

 FORMCHECKBOX 

Fax Numbers 

 FORMCHECKBOX 

 FORMCHECKBOX 

Electronic Mail Addresses (VHA does not currently allow emailing of research subjects)
 FORMCHECKBOX 

 FORMCHECKBOX 

Social Security Numbers (specifically requesting full SSN)
 FORMCHECKBOX 

 FORMCHECKBOX 

Medical Record Numbers (i.e., initials and last four SSN)
 FORMCHECKBOX 

 FORMCHECKBOX 

Health Plan Beneficiary Numbers 

 FORMCHECKBOX 

 FORMCHECKBOX 

Account Numbers 

 FORMCHECKBOX 

 FORMCHECKBOX 

Certificate/License Numbers 

 FORMCHECKBOX 

 FORMCHECKBOX 

Vehicle Identifiers and Serial Numbers, including License Plate Numbers 

 FORMCHECKBOX 

 FORMCHECKBOX 

Device Identifiers and Serial Numbers

 FORMCHECKBOX 

 FORMCHECKBOX 

Web Universal Resource Locators (URLs) 

 FORMCHECKBOX 

 FORMCHECKBOX 

Internet Protocol (IP) Address Numbers 

 FORMCHECKBOX 

 FORMCHECKBOX 

Biometric Identifiers, including Finger and Voice Prints 

 FORMCHECKBOX 

 FORMCHECKBOX 

Full Face Photographic Images and any Comparable Images

 FORMCHECKBOX 

 FORMCHECKBOX 

Any other unique identifying number, characteristic, or code (i.e., study number)
 FORMCHECKBOX 

 FORMCHECKBOX 

Identity of subjects can be ascertained by information remaining after removal of all above identifiers

 FORMCHECKBOX 

 FORMCHECKBOX 

A key to a coding system will be utilized to link identifiable information to de-identified information 

Will you be maintaining a key to a coding system as a patient list?  If so, provide all data elements to be included in the list: 
Will you be maintaining a patient list to identify subjects, without a key to a coding system?  If so, provide all data elements to be included in the list and provide the location of storage for the list:      
2.
If the response to all of the above items is NO, attach the IRB approval letter (for exempt protocols), the IRB determination letter for non-human subjects research, or page(s) of the research protocol where de-identification is clearly stated and go to ITEM 8 (Long-term Storage of Research Data).

3.
Will research subject data be collected from (check all that apply):

 FORMCHECKBOX 
 
Veterans (Identify location where data will be collected: 
 FORMCHECKBOX 
  Non-veterans (Identify location where data will be collected:      )

4. Disclosure of research data: 
a. Mark all non-STVHCS entities that may have temporary access to identifiable research subject information as part of an onsite visit (check all that apply):
	 FORMCHECKBOX 

	Sponsor

	 FORMCHECKBOX 

	Data Coordinating Center

	 FORMCHECKBOX 

	Contract Research Organization Monitor

	 FORMCHECKBOX 

	Collaborator (specify site: 

	 FORMCHECKBOX 

	Other: 


b. Mark all non-STVHCS entities that will have access to research subject information because the data will leave the STVHCS.  Mark the type of data that will be disclosed.  For identifiable information provide how the data will be transferred securely.

NOTE: All disclosures must be justifiable and must be listed in the IRB approved HIPAA authorization or waiver.
	Entity
	Identifiable information
	For Identifiable information state how the data will be transferred securely from one location to another.  If using eCRF, provide website.
	Limited Data Set
	Non-identifiable information

	Sponsor
	 FORMCHECKBOX 

	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Sponsor approved coordinating center
	 FORMCHECKBOX 

	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Investigator at another VA site (specify site:      )
	 FORMCHECKBOX 

	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Investigator at another non-VA site (specify site:      )
	 FORMCHECKBOX 

	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	UTHSCSA
	 FORMCHECKBOX 

	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	CTRC
	 FORMCHECKBOX 

	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Other: 
	 FORMCHECKBOX 

	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Other: 
	 FORMCHECKBOX 

	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 



5. Storage of VA research data maintained at the VA until study completion:

a.
Where is identifiable data (including informed consent documents if applicable) going to be stored?

 FORMCHECKBOX 
 
Paper data stored within a VA office (Location of paper data storage:      )
 FORMCHECKBOX 
 
Electronic data stored on a VA server (name of folder:      )
 FORMCHECKBOX 
 
Electronic data stored on an encrypted VA computer at the VA (location of electronic data storage:      

     

 ) Provide justification for storing on a stand alone computer versus on the VA server: 
 FORMCHECKBOX 
 
Location of storage for the key to a coding system:      )
 FORMCHECKBOX 

Research specimens stored within VA research space (location of storage:      )

 FORMCHECKBOX 
 Specimen label has identifiable information
 FORMCHECKBOX 
 Specimen label is coded
b.
If data is to be stored on the VA research server, will you need software not currently available to manage or analyze the data?      
c.
If data is to be stored on the VA research server, please give us an estimate of how much space you will need (MB or GB).      
6.
Storage of research data maintained at the UTHSCSA until study completion:

NOTE: The transfer of data and/or specimens must be appropriately disclosed in the HIPAA authorization or applicable waiver.
a. Where is identifiable data (including informed consent documents if applicable) going to be stored?
 FORMCHECKBOX 
 
Paper data stored within a UTHSCSA or CTRC office (Location of paper data storage:      )

 FORMCHECKBOX 
 
Electronic data stored on a UTHSCS server (Department:      )
 FORMCHECKBOX 
 
Electronic data stored on an encrypted computer at the UTHSCSA (location of electronic data storage:      

     

 ) Provide justification for storing on a stand alone computer versus on the UTHSCSA server: 
 FORMCHECKBOX 
 
Research specimens stored at UTHSCSA (location of storage:      )


 FORMCHECKBOX 
 Specimen label has identifiable information
 FORMCHECKBOX 
 Specimen label is coded
7.
Security of stored identifiable information:

a.
What security measures are in place for the storage of identifiable information?       
b. Name of the person responsible for the security of the stored information?      
Reminder: All suspected or confirmed loss of VA sensitive information must be reported to the STVHCS R&D Office.
8.
Long-term storage of research data:
a.
When the study is completed, where will de-identified and/or identifiable data be stored and for how long?     
b.
Provide the name and contact information for the responsible investigator?     
c.
For industry sponsored projects, provide a sponsor contact name and number for stored records?     
9.
NOTE:  You must contact the R&D office prior to the destruction of records to ensure compliance with VHA regulations.   If anticipated destruction dates are known, please provide time frame:      


For Privacy Officer Use Only

 FORMCHECKBOX 

I certify that I have reviewed the above project.

 FORMCHECKBOX 

Any concerns or required clarifications provided to the Data Security and Privacy Subcommittee are listed above.

 FORMCHECKBOX 

I certify that I have reviewed the principal investigator’s answers to any concerns or required clarifications.  
 FORMCHECKBOX 

All procedures described meet VA and other regulatory requirements for access, maintenance, and storage of protected health information.

 FORMCHECKBOX 

Concurrence with approval is conditional on IRB and R&D Committee approval.
STVHCS Privacy Officer Signature ____________________________________________ Date___________

For Information Security Officer Use Only
 FORMCHECKBOX 
   The protocol is in compliance with the provisions of VA Handbook 6500.

 FORMCHECKBOX 
   Data Transfer Agreement  FORMCHECKBOX 
 is in place or  FORMCHECKBOX 
 is not required.

 FORMCHECKBOX 
   Access to data is authorized in accordance with the research protocol.

 FORMCHECKBOX 
   I have reviewed this protocol and approved the procedures for securing VA sensitive information.

STVHCS Information Security Officer Signature___________________________________ Date___________



For Office Use Only:  
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