SERVICE LEVEL AGREEMENT

Between

The South Texas Veterans Health Care System

Information Technology

And

Research Service
Purpose:
The Service Level Agreement (SLA) defines the working relationship between the Information Technology (IT), at the South Texas Veterans Health Care System (STVHCS), and Research Service for the management and support of insert name of PI, Principal Research Investigator, for VA-approved research protocols.
Background:


Research data generated and stored by VA investigators during the conduct of VA-approved research must meet all Federal standards including, but no limited to Federal Information Security Management Act 2002 (FISMA), National Institute of Standards and Technology (NIST) standards for computer systems and encryption, the Privacy Act of 1974, and the Health Insurance Portability and Accountability Act (HIPAA).  In order to ensure confidentiality, integrity, and availability of information created, processed, stored, and aggregated, it is recommended that VA research information be stored on the VA Research server.  
General:

General description of research data to be stored. include type of database, software applications required , and/or  folder use/contents (i.e. Privacy Act or HIPAA protected, sensitive data, names, SSNs, etc.), 

 FORMTEXT 
projected space requirements, and any other special IT requirements. 
Responsibilities:

IT will (to be completed by IT):

a. (include IT support responsibilities, including Microsoft patches, virus protection, etc.)

b. Performing database backups.

c. Installing security patches on server and workstations.

d. Installing enterprise anti-virus and updates.

Database/Folder Owner will:

a. Assign insert name of VA employee as the database/folder system administrator responsible for all of the information security requirements including maintaining the confidentiality, integrity, and availability of the insert folder name folder contents.

b. The system administrator is responsible for managing the contents of the folder, deleting unnecessary files, and working with IT staff to confirm to the allocated folder size.  

c. The system administrator is responsible for restricting access to the folder to limited VA workforce members on a need to know basis following VA and STVHCS policies.

d. The system administer is responsible to notify IT within two business days if it is necessary to restore or recover data from IT backups.

e. The system administer is responsible to submit a UAT (i.e. user assistance tracking request) through the IT Help Desk.

Resources and Personnel Required:

insert any research resource/personnel requirement or additional IT resource/personnel requirements. 
System Security:

The insert name of this folder/database system administrator is responsible for ensuring compliance with Federal law and all Department of Veterans Affairs (VA), Office of Cyber and Information Security (OCIS), and STVHCS privacy and security requirements.  The system administrator will ensure that: no modems are installed on this system and no remote access is allowed to this system.  No one will be given access to this system without completing the requirements for background checks and annual information security awareness training.  The insert name of this folder/database system administrator will report all security incidents to the STVHCS Information Security Officer (ISO).

Termination of Agreement:

This Service Level Agreement (SLA) will be effective as of Month, day, year, and may be terminated at any time with 30 days notice with the agreement of both parties.
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