INTRUCTIONS:

1) Complete all grey form fields
2) Press the Help Key (F1) in each field for assistance

3) The TAB Key can be used to proceed to the next field

4) The form must be signed by the requesting VA Principal Investigator and returned to the VA Research Office through:

· interoffice mail addressed to VA R&D (151); or

· fax: 210-949-3800; or

· scanned copy can be emailed to Brandie.Otten@va.gov or Tracy.Jackson3@va.gov
SERVICE LEVEL AGREEMENT

Between

The South Texas Veterans Health Care System

Information Technology

And

Research Service

Purpose:
The Service Level Agreement (SLA) defines the working relationship between the Information Technology (IT), at the South Texas Veterans Health Care System (STVHCS), and Research Service for the management and support of       for VA-approved research protocols.
Background:


Research data generated and stored by VA investigators during the conduct of VA-approved research must meet all Federal standards including, but not limited to Federal Information Security Management Act 2002 (FISMA), National Institute of Standards and Technology (NIST) standards for computer systems and encryption, the Privacy Act of 1974, and the Health Insurance Portability and Accountability Act (HIPAA).  In order to ensure confidentiality, integrity, and availability of information created, processed, stored, and aggregated, it is recommended that VA research information be stored on the VA Research server.  

Folder Name:  \\vhastxmul5\VA Research\     
Primary Folder Owner:      
Backup Folder Owner (the Backup may be granted if folder owner is unavailable / unable to perform his/her role):      
Contact Information: 
       
Information for Printer (if Scan to Folder functionality is required):    FORMCHECKBOX 
 N/A
       
General:

      

Responsibilities:

IT will:

a. create folder and provide user with path to folder (folder location).

b. configure scanner device for Scan to Folder functionality or assign to printer contractor to setup if applicable.

c. perform database backups.

Database/Folder Owner will:

a. ensure all information security requirements including maintaining the confidentiality, integrity and availability of the folder contents.

b. manage the contents of the folder, deleting unnecessary files, and working with IT staff to conform to the allocated folder size.

c. manage the "access integrity" of the folder by restricting access to the folder to limited VA workforce members on a need to know basis following VA and STVHCS policies.

d. add and remove members from the folder access list and set the type of access each member will have.

e. notify IT within two business days when it is necessary to recover or restore data from IT backups.

f. contact the IT Help Desk by phone (1-5519) or by Outlook email group (STX IT Help Desk) for any issues requiring IT assistance.

Resources and Personnel Required:

     . 
System Security:

The folder owner/administrator is responsible for ensuring compliance with Federal law and all Department of Veterans Affairs (VA), Office of Cyber and Information Security (OCS), and STVHCS privacy and security requirements. No one will be given access to this folder without completing the requirements for background checks and annual information security awareness training. The folder owner/administrator will report all security incidents to the STVHCS Information Security Officer (ISO).

Termination of Agreement:
This Service Level Agreement (SLA) will be effective as of date approved by the STX FCIO and may be terminated at any time within 30 calendar days notice if both parties agree.

     
________________________________________________________
______________

Printed Name and Signature of Requesting VA Principal Investigator     
Date
Signature constitutes Review and Approval

KIMBERLY SUMMERS, PHARM.D.
Date

ACOS for R&D

Signature constitutes Approval of Information Security Requirements

GERALD STEWARD
Date

Information Security Officer

Signature constitutes Approval of Privacy Requirements

MARY WOHL
Date

Privacy Officer

Signature constitutes Approval of IT Resource Requirements

SIMON WILLETT
Date

Facility CIO
South Texas Veterans Health Care System
