VA RESEARCH DATA SECURITY CHECKLIST


Requirements and Guidelines for Collection, Storage and 

Use of VA-sensitive Research Data

Project Title:      
Principal Investigator:      
Definition of VA-sensitive research data:

· Individually-identifiable research data that is collected on a veteran subject through a STVHCS-approved protocol

· Individually-identifiable research data that is collected on a veteran or non-veteran within the STVHCS

· Individually-identifiable research data collected as part of a VA-funded study

Not VA-sensitive research data:

· Non-identifiable data (includes none of the 18 HIPAA identifiers and the remaining information cannot be used to determine the identity of an individual directly or through any statistical analysis)

· Collected on non-veterans outside of the VA on a non-VA funded project

Storage of VA-sensitive research data:

Electronic data:  Because of the risk of loss or compromise of electronically stored data, and the potential consequences to the VA mission, all VA-sensitive electronic data must be stored within the VA system (behind the VA firewall).  Because the information Security standards for the UTHSCSA are different from the VA, VA-sensitive electronic data cannot be stored on UTHSCSA computers, servers, or within the UTHSCSA system.  It is recommended that VA-sensitive research data be stored on the VA research server, which can be accessed directly through the VA network from a VA computer, or through VPN from a non-VA computer (from anywhere at anytime).  For instructions on how to set up a folder on the VA server and to get VPN access please contact the Research Office (at ext. 15523) or the Information Security Officer (Gerald Steward, ext.14734).  In rare instances where VA-sensitive data must be stored on an individual VA computer workstation, that computer must be encrypted.
Paper data: Research data that is stored on a paper copy (e.g. case report forms, data forms, etc) carries a lower risk of loss or compromise than electronic data. Physical security controls are required for the storage of VA-sensitive data stored on paper. The data must be stored in a locked cabinet in a locked room, in which access is restricted to study staff (only study staff have a key to the room and cabinets).  Because the physical security controls in place at the UTHSCSA are consistent with the VA standard, it is acceptable for VA-sensitive research data to be stored at the UTHSCSA, provided the physical security arrangements are inspected and approved by VA staff. 

Research specimens:  Research specimens must be secured in a locked room and/or a locked freezer, refrigerator, or cabinet with access restricted to the research staff. Research specimens may be stored at the UTHSCSA provided they meet these criteria and the storage space and conditions are inspected and approved by VA staff.  
Keys to coding systems:  If non-identifiable information (data or specimens) is linked to identifiable information with the use of data or specimen logs, these logs are VA-sensitive research data.  If the log is maintained on paper it must be stored in a locked cabinet in a locked room.  If there is an electronic log with identifiable information it must be stored on the VA research server. 

Certification:

All VA research protocols must be certified by the ACOS/Research, Information Security Officer, Privacy Officer and Medical Center Director as meeting the standards for research data security before the research protocol can be activated.           
Does the research involve HUMAN SUBJECTS or their INDENTIFIABLE INFORMATION?   FORMCHECKBOX 
 YES FORMCHECKBOX 
 NO – IF NO; SIGN BELOW AND SUBMIT CURRENT PAGE ONLY. 
Project Title:      
Principal Investigator:      
1. Does the research involve collection of any of the following IDENTIFIABLE information from research subjects or their relatives? 

YES
NO

 FORMCHECKBOX 

 FORMCHECKBOX 

Names 

 FORMCHECKBOX 

 FORMCHECKBOX 

Any geographic subdivision smaller than a State*

 FORMCHECKBOX 

 FORMCHECKBOX 

Any elements of dates (except year) for dates directly related to an individual** 

 FORMCHECKBOX 

 FORMCHECKBOX 

Telephone Numbers 

 FORMCHECKBOX 

 FORMCHECKBOX 

Fax Numbers 

 FORMCHECKBOX 

 FORMCHECKBOX 

Electronic Mail Addresses 

 FORMCHECKBOX 

 FORMCHECKBOX 

Social Security Numbers 

 FORMCHECKBOX 

 FORMCHECKBOX 

Medical Record Numbers 

 FORMCHECKBOX 

 FORMCHECKBOX 

Health Plan Beneficiary Numbers 

 FORMCHECKBOX 

 FORMCHECKBOX 

Account Numbers 

 FORMCHECKBOX 

 FORMCHECKBOX 

Certificate/License Numbers 

 FORMCHECKBOX 

 FORMCHECKBOX 

Vehicle Identifiers and Serial Numbers, including License Plate Numbers 

 FORMCHECKBOX 

 FORMCHECKBOX 

Device Identifiers and Serial Numbers

 FORMCHECKBOX 

 FORMCHECKBOX 

Web Universal Resource Locators (URLs) 

 FORMCHECKBOX 

 FORMCHECKBOX 

Internet Protocol (IP) Address Numbers 

 FORMCHECKBOX 

 FORMCHECKBOX 

Biometric Identifiers, including Finger and Voice Prints 

 FORMCHECKBOX 

 FORMCHECKBOX 

Full Face Photographic Images and any Comparable Images

 FORMCHECKBOX 

 FORMCHECKBOX 

Any other unique identifying number, characteristic, or code***

 FORMCHECKBOX 

 FORMCHECKBOX 

Identity of subjects can be ascertained by information remaining after removal of all above identifiers
 FORMCHECKBOX 


 FORMCHECKBOX 

A key to a coding system will be utilized to link identifiable information to de-identified information
*Includes street address, city, county, precinct, zip code, and their equivalent geocodes, except for the initial three

digits of a zip code if, according to the current publicly available data from the Bureau of the Census: (1) The

geographic unit formed by combining all zip codes with the same three initial digits contains more than 20,000 people;

and (2) The initial three digits of a zip code for all such geographic units containing 20,000 or fewer people is changed

to 000.

**Includes birth date, admission date, visit date, discharge date, date of death; and all ages over 89 and all elements

of dates (including year) indicative of such age, except that such ages and elements may be aggregated into a single

category of age 90 or older

***Includes scrambled SSNs, initials, last four digits of SSN, employee numbers, etc.

2.
If the response to all of the above items is NO, attach the IRB approval letter (for exempt protocols) or page(s) of the research protocol where de-identification is clearly stated and go to #5d (Storage of Research Data).

3.
Will research subject data be collected from (check all that apply):

 FORMCHECKBOX 
 
Veterans (Identify location where data will be collected: 
 FORMCHECKBOX 
  Non-veterans (Identify location where data will be collected:      )
4. DISCLOSURE OF RESEARCH DATA:  

a. In addition to the study staff, to whom will the data be disclosed? (NOTE: all disclosures or releases of information require written authorization by the subject [usually as part of the HIPPA authorization], or there must be an IRB-approved waiver of authorization).  Review information in 4a and complete table below.
b. The PI, or his/her research staff, must maintain an accounting of disclosures of VA sensitive information (excluding limited data sets) by entering the necessary information into a web-based database.  A limited data set excludes certain direct identifiers but may contain some identifiable information (e.g. city, state, zip code, scrambled SSN, or initials).  A paper format of the web-based database will be used to maintain an accounting of disclosures as a contingency at any time the webpage is not functional (e.g. maintenance, the network is down).  The Accounting of Disclosures paper formatted form or web-based database will be reviewed by the Privacy Officer or his/her designee.  Accounting for Disclosure of VA-sensitive Research Information (excluding limited data sets) can be found on the Research and Development Service Webpage: http://www.southtexas.va.gov/research . 
 FORMCHECKBOX 
  
Check here if information will NOT be disclosed outside the STVHCS.  If information will be disclosed outside the STVHCS, indentify what type of information and to whom below.
	Entity
	Identifiable information
	Limited Data Set
	Non-identifiable information

	Sponsor
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Sponsor approved coordinating center
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Investigator at another VA site (specify site:      )
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Investigator at another non-VA site (specify site:      )
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Other:      
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Other:      
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 



5. STORAGE OF RESEARCH DATA:

a.
Where is the identifiable data (including copies) related to VA subjects going to be stored?

 FORMCHECKBOX 
 
Paper data stored within a VA office (Location of paper data storage:      )
 FORMCHECKBOX 
 
Paper data stored within a UTHSCSA or CTRC office (Location of paper data storage:      )
 FORMCHECKBOX 
 
Electronic data stored on an encrypted VA computer at the VA (location of electronic data storage:      

 )
 FORMCHECKBOX 
 
Electronic data stored on a VA server (name of folder:      )
 FORMCHECKBOX 

Research specimens stored within a VA research space (location of storage:      )
 FORMCHECKBOX 
 
Research specimens stored at UTHSCSA (location of storage:      )

 FORMCHECKBOX 
 Specimen label has identifiable information
 FORMCHECKBOX 
 Specimen label is de-identified
Note:  if you do not have a way to store the data within the VA system you must talk

with the ACOS/Research and/or VA Information Security Officer to identify a solution.
b.
If data is to be stored on the VA research server, what software will you need to use in the management and analysis of the data?      
c.
If data is to be stored on the VA research server, please give us an estimate of how much space you will need (MB or GB).      
d.
When the study is completed, where will de-identified and/or identifiable data be stored and for how long?     

For funded projects, provide a sponsor contact name and number for stored records?     
If you require assistance with long term storage of research records please contact the R&D office.
e.
When and how will identifiable data be destroyed?     
6. TRANSFER/TRANSMISSION OF RESEARCH DATA to an entity other than the sponsor or its designated data center (NOTE: transport, transfer, transmission, or use of VA-sensitive research data (including limited data sets) outside the VA requires prior written approval by the ACOS/Research, Privacy Officer, and Information Security Officer.  Contact the research office if you have any questions):   

a.  Will data be taken/sent outside of the STVHCS?  If so, to where?     
b. If so, will it be electronically or physically sent?       
c.
Is data de-identified before transfer (Note:  de-identified data cannot contain any of the above listed identifiers)?      
d.
Is data encrypted before transfer?  If so, how?     
e.
Is the transfer of data described in the protocol and consent form/ HIPAA authorization?       
Principal Investigator Signature: ___________________________________________
Date: _______________

REVISION: JULY 23, 2008
Principal Investigator Signature: ___________________________________________
Date: _______________
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