Health Insurance Portability and Accountability Act (HIPAA)

Information Sheet

THE HIPAA PRIVACY RULE
Health Insurance Portability and Accountability Act (HIPAA) OF 1996: This statute provides for the improvement of the efficiency and effectiveness of health care systems by encouraging the development of the health information systems through the establishment of standards and requirements for the electronic transmission, privacy and security of certain health information. VHA must comply with the Privacy rules when creating, maintaining, using, and disclosing individually identifiable health information.

HIPAA Facts
· HIPAA (Privacy) Rule Issued by DHHS in 1996

· Enforced by the Office of Civil Rights

· Research HIPAA rules effective April 14, 2003

· LAW applies to geographic “covered entities” (not the research)

· HIPAA affect researchers’ access to information, but it does not regulate them or the research.

· HIPAA regulates how covered entities handle individually identifiable health information known as protected health information (PHI)

· Requires a “Privacy Board”

· HIPAA is a confidentiality rule

HIPAA Applicability at STVHCS
· Research studies covered by the data security requirements include all studies approved by the Research and Development (R&D) Committee regardless of funding source. 

· Includes Reviews Prepatory to Research

· Since recruitment is a part of a research protocol, recruitment cannot occur until after the IRB has approved the protocol, VA does not consider recruitment to be an activity preparatory to research. If PHI is needed for recruiting, then IRB and R&D Committee review and approval must have been obtained, and the IRB must have also approved an appropriate waiver of authorization and waiver of informed consent before PHI may be obtained and used for recruitment.  It does not matter if the PI or his/her agent is obtaining information from his/her own patients’ records or not.  NIH Guidance 
Information Subject to HIPAA

· HIPAA defines PHI as individually identifiable health information, held or maintained by a covered entity or its business associates …, is transmitted or maintained in any form or medium

· This includes identifiable demographic and other information relating to the past, present, or future physical or mental health or condition of an individual, or the provision or payment of health care to an individual is created or received by a health care provider, health plan, employer, or health care clearinghouse. 

· For purposes of the Privacy Rule, genetic information is considered to be health information 

PHI per HIPAA

· HIPAA defines PHI as individually identifiable health information transmitted or maintained in any form or medium (electronic, oral, or paper) by a covered entity or its business associates, excluding certain educational and employment records 

PHI in FDA

· FDA rules and regulations do not define PHI; VA rules would apply 

PHI per Common Rule

· Private information must be individually identifiable in order for obtaining the information to constitute research involving human subjects. 

· Individually identifiable means the identity of the subject is or may readily be ascertained by the investigator or associated with the information.

· The IRB shall determine, when appropriate, there are adequate provisions to protect the privacy of subjects and to maintain the confidentiality of data. 

PHI per VA

· 1605.1 defines Individually Identifiable Health Information as a subset of health information, including demographic information collected from an individual, that is: 
(1) Created or received by a health care provider, health plan, or health care clearinghouse; 

(2) Relates to the past, present, or future condition of an individual and provision of or payment for health care; and 

(3) Identifies the individual or a reasonable basis exists to believe the information can be used to identify the individual. 

· VA clearly spells out how data can be de-identified in appendix B of 1605.1; indirectly identifiable information may not meet VA standards for de-identification. 

Conditions for Use of PHI in Research
· Use of PHI with Authorization for Disclosure

· PHI may be used and disclosed for research with an individual’s written permission in the form of an Authorization for Disclosure

· Use with Waiver of Authorization for Disclosure by IRB acting as the Privacy Board

· PHI may be used and disclosed for research without an Authorization For Disclosure in limited circumstances:

· Under a waiver of the Authorization requirement, as a limited data set with a data use agreement

· Review preparatory to research

· For research on decedents’ information

6 Core Elements of the Authorization for Disclosure
1. A description of the PHI to be used or disclosed, identifying the information in a specific and meaningful manner.

2. The names or other specific identification of the person or persons (or class of persons) authorized to make the requested use or disclosure.

3. The names or other specific identification of the person or persons (or class of persons) to whom the covered entity may make the requested use or disclosure.

4. A description of each purpose of the requested use or disclosure 
5. Authorization expiration date or expiration event that relates to the individual or to the purpose of the use or disclosure (“end of the research study” or “none” are permissible for research, including for the creation and maintenance of a research database or repository).

6. Signature of the individual and date. If the individual’s legally authorized representative signs the Authorization, a description of the representative’s authority to act for the individual must also be provided. 
Recent HIPAA FAQ’s
1) Must all VA research approved by an IRB after March 31, 2011, and involving the use and disclosure of protected health information (PHI) have a HIPAA authorization separate from the informed consent form (unless the authorization is formally waived by the IRB)?

a. HIPAA authorizations and informed consent forms must now be separate documents for all VA research initially approved by and IRB after March 31, 2011.

2) When a VA study approved before March 31, 2011, is amended or comes up for continuing review, must the HIPAA authorization be separated from the informed consent form if the forms were previously combined?
a. No. The VHA Handbook 1200.05 requirement that the informed consent form and the HIPAA authorization be two separate documents is only applicable to protocols undergoing initial review (whether by full board review or by expedited procedures) after March 31, 2011. This requirement does not apply to amendments or continuing reviews of projects initially approved by the IRB on or before March 31, 2011. 
3) Who can sign the HIPAA authorization on behalf of a subject who is incompetent or has impaired decision making capacity?

a.  For non-deceased subjects, only a court-appointed legal guardian or Power of Attorney (POA) is allowed to sign a HIPAA Authorization on behalf of the subject. An individual who is qualified as a Legally Authorized Representatives (LAR) including next-of-kin (such as parents), may not always qualify as a personal representative for purposes of signing a HIPAA authorization on behalf of non-deceased subjects. Therefore, in circumstances involving authorization for use or disclosure of a human subject’s PHI, the Investigator must ensure the LAR meets the requirements of a personal representative (legal guardian or power of attorney) in HIPAA and the Privacy Act of 1974 prior to the LAR’s signing a HIPAA authorization (VHA Handbook 1605.1).
4) What is the penalty for a HIPAA violation?

a. Per section 1177 of HIPAA, a person who knowingly  uses a unique health identifier, or causes one to be used; obtains individually identifiable health information relating to an individual; or discloses individually identifiable health information to another person; Is subject to a fine of 50,000 to 250,000 and up to 10 years in prison.
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· June 2006, Vol. 06, No. 3 - Privacy Requirements for Use of VHA Data by VHA Researchers 

· June 2006, Vol. 06, No. 4 - Privacy Requirements for Disclosure for Research to Non-VA Researchers
· Available at: http://vaww.vhaco.va.gov/privacy/FactSheets.htm
HIPAA Identifiers

This page lists the identifiers specifically appearing in the HIPAA privacy regulations.  The presence of any one of these identifiers renders health information individually identifiable.

HIPAA De-identification requires removal of all such identifiers as specifically defined in the regulations.  It is not equivalent to the more general concept associated with the term 'anonymous'.  Note that tissue samples themselves are not considered identifiers (unless labeled in some manner with one of the identifiers below).

The following identifiers of the individual or of relatives, employers, or household members of the individual (* Indicates permitted in a limited dataset §164.514(e)(2)):

	(A)
	Names

	(B)*
	All geographic subdivisions smaller than a State, including street address, city, county, precinct, zip code, and their equivalent geocodes, except for the initial three digits of a zip code if, according to the current publicly available data from the Bureau of the Census:
(1) The geographic unit formed by combining all zip codes with the same three initial digits contains more than 20,000 people; and
(2) The initial three digits of a zip code for all such geographic units containing 20,000 or fewer people is changed to 000.
[Limited dataset must exclude postal address information other than town or city, state and zip code]

	(C)*
	All elements of dates (except year) for dates directly related to an individual, including birth date, admission date, discharge date, date of death; and all ages over 89 and all elements of dates (including year) indicative of such age, except that such ages and elements may be aggregated into a single category of age 90 or older;

	(D)
	Telephone numbers

	(E)
	Fax numbers

	(F)
	Electronic mail addresses

	(G)
	Social security numbers

	(H)
	Medical record numbers

	(I)
	Health plan beneficiary numbers

	(J)
	Account numbers

	(K)
	Certificate/license numbers

	(L)
	Vehicle identifiers and serial numbers, including license plate numbers

	(M)
	Device identifiers and serial numbers

	(N)
	Web Universal Resource Locators (URLs)

	(O)
	Internet Protocol (IP) address numbers

	(P)
	Biometric identifiers, including finger and voice prints

	(Q)
	Full face photographic images and any comparable images

	(R)*
	Any other unique identifying number, characteristic, or code, except as permitted by paragraph (c) of this section; [creation of a unique code not disclosed to the investigator or investigator creation of such a code with a BA in place]
NB:  If the algorithm for creating a "code" is disclosed to the recipient of the information, then the code is considered a unique identifier.  The code is also considered a unique identifier if it is generated from any of the identifiers, or pieces of the identifiers, listed above.
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